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Differential Privacy for Dynamic Data

Abstract:

Emerging systems such as smart grids or intelligent transportation systems often require end-user
applications to continuously send information to external data aggregators performing monitoring or
control tasks. This can result in an undesirable loss of privacy for the users in exchange of the benefits
provided by the application. Motivated by this trend, we intro-

duce privacy concerns in a system theoretic context, and ad- [Can smart grids know too much?)

dress the problem of releasing filtered signals that respect the <]
privacy of the users' data streams. Our approach relies on a
formal notion of privacy from the database literature, called dif-
ferential privacy, which provides strong privacy guarantees
against adversaries with arbitrary side information. This talk 1
will discuss a number of scenarios where designing filters and ?4
dynamic estimators with privacy constraints is important, and o k

show how tools from systems and control theory can help with S o” LS 0" &
this task.
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